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270 H.W. Lenstra, Jr.

‘Numerology’ — this condescending term was, until recently, the fashionable
one for the branch of science under discussion, in spite of the famous names
listed above. Nowadays, a change in this attitude is noticeable. Partly, this
change is due to an increased interest in general problems of feasibility of
computations. The revival of the specific problems (a) and (b) has, in addition,
been stimulated by their striking application in cryptography. For the details
of this application we refer to [11]. Suffice it to say that, in this application, it
is essential that (a) is ‘easy’ and that (b) is ‘hard’. It is an ironic fact that the
only existing evidence for the ‘hardness’ of (b) is the failure of generations of
‘numerologists’ to come up with an efficient factorization algorithm.

This lecture is devoted to a discussion of problem (a). For (b) we refer to
[26] and [37], and the references given there.

In complexity theory, it is customary to call an algorithm good if its running
time is bounded by a polynomial in the length of the input. For problems (a)
and (b) the input is the number n, which can be specified by [logn/log2]+1
binary digits. Thus the length of the input has the same order of magnitude as
logn.

A well known algorithm for solving (a) and (b) consists of trial divisions of
n by the numbers less than or equal to Vn. In the worst case, this takes Vi
steps, which is exponential in the length of the input. We conclude that this
algorithm is not ‘good’.

Before one searches for a short proof that n is prime, or for a short proof
that n is composite, it is a good question to ask whether such a proof exists.
In this direction, we first have the following theorem; an arithmetic operation is
the addition, subtraction or multiplication of two integers.

THEOREM 1. If n is composite, this can be proved using only O(1) arithmetic
operations. Similarly if n is prime.

PRrOOF. For composite n, the theorem is trivial; to prove that n is composite, it
suffices to write down integers a, 5>1 and to do the single multiplication
necessary to verify that ab=n. Thus, in the composite case, the O-symbol is
even superfluous. For prime n, the theorem is less obvious. It is an outgrowth
of the negative solution of Hilbert’s tenth problem [7], that there exists a poly-
nomial in twenty-six variables

feZi4, B, ¢C, .., X, Y, Z]

with the property that the set of prime numbers coincides with the set of posi-
tive values assumed by f if non-negative integers are substituted for
4, B, .., Z. Such a polynomial, of degree 25, is explicitly given in [12). A
similar polynomial in 10 variables of degree 11281 is constructed in [20;
English translation]. To prove that a positive integer n is prime it now suffices
to write down twenty-six non-negative integers A, B, ..., Z and to do the
bounded amount of arithmetic necessary to verify that n=f(4, B, ..., Z ). In
fact, according to [12, Theorem 5] no more than 87 arithmetic operations are
needed in this verification. This proves Theorem 1.

Primality testing 2n

From a practical point of view Theorem 1 has two serious defects. The first is,
that it tells us that certain proofs exist, but it does not tell us how to find
them. Thus, F.N. Cole’s proof that 2’ —1 is composite consists of the single
observation that

257 —1 = 193707721 761838257287.

But it had taken him ‘three years of Sundays’ to find his proof, and the
methods that he employed are far more interesting than the final proof itself
(6], [28].

With primes, the situation is slightly different. The proof that, for prime n,
there exist non-negative integers A, B, ..., Z such that

n=f(A,B, .. Z)

is completely constructive, see [12]. But for the polynomial from [12] it is not
difficult to prove that the largest of A4, B, ..., Z necessarily exceeds

n
n
n
n

n

(For a much better polynomial in this respect, see [1, Theorem 3.5).) The
second defect of Theorem 1 is, that it is clearly unrealistic to count an addition
or multiplication of numbers of this size as a single operation. It is more realis-
tic to count bit operations, which may be defined as arithmetic operations on
numbers of one digit. Thus, we have:

THEOREM 2. If n is composite, this can be proved using only O((logn)?) bit
operations.

PROOF. It suffices to remark that the usual algorithm to multiply two numbers
less than n requires no more than O((logn)?) bit operations. This proves
Theorem 2.

Using the fast multiplication routine of SCHONHAGE and STRASSEN [30], [35]
we can replace (logn)? in Theorem 2 by (logn)'*¢, for any €>0, or more pre-
cisely by O((logn)-(loglogn)-(log loglog n)) (for n>e*).

THEOREM 3 (PRATT [28)). If n.is prime, this can be proved using only O((logn)*)
bit operations.

Again, using [30], we can replace (logn)* by (logn)***, for any ¢>0.

PROOF. The proof relies on the structure of the group of units
(Z/nZ)" = {(amodn) : aeZ, 0<a<n, gcd(a, n)=1)

of the ring Z/nZ of integers modulo n. This is a finite abelian group of order
¢(n), where ¢ is the Euler function. If n is a prime number, then (Z/nZ)" is
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274 H.W. Lenstra, Jr.

From the proof of Theorem 5 we see that the hypotheses imply that s divides
n — 1. To obtain a primality test from Theorem 5, one chooses s to be the larg-
est divisor of n—1 that one is able to factor completely. For each ¢, the
number & is constructed as follows. Search for an integer b such that

b" 7' = 1modn, b~V s 1 modn,
and put
a = b V4 " modn.

If it is difficult to find such a number b, it is unlikely that n is prime, and one
should attempt to show that n is composite, using Miller’s method described
below. The ged in (5) is now equal to ged(b® ~ "9 —1, n), and it can be calcu-
lated efficiently using Euclid’s algorithm. In fact, only one ged-computation is
necessary if one considers the product of the numbers b ~1/¢ — | mod n, with
q ranging over the primes dividing s.

The critical condition of Theorem 5 is the inequality s>n* that must be
satisfied by the completely factored part of n —1. There are several ways to
replace this condition by a weaker one. Suppose, for example, that s only
satisfies

s>n'3,

From the proof of Theorem 5 we see that every prime divisor of n is 1 mods,
and the same is then true for every divisor. Hence, if n is composite, there exist
integers x and y satisfying

n = (xs+1)ys+1), x>0, y>0.

From n<s® it follows that xy<s, so (x—I)}y—1)=0 implies that
0<x +y<s. Since x +y=(n—1)/smods this means that we know the value
of x +y. We also know that n=(xs + 1)(ys +1), so x and y can now be solved
from a quadratic equation. Hence, if we add the hypothesis that the solution
of this equation does not give rise to a non-trivial factorization of n, we still
can conclude that n is a prime number.

A second method to relieve the condition s>n* makes use of lower bounds
for the unknown prime factors of n — 1. For a discussion of this technique, and
references to the literature, see [39, Sections 10, 11].

Later in this lecture we shall consider a third type of generalization of
Theorem 5, in which the role of n —1 is played by n‘—1, where ¢ is some posi-
tive integer; see Theorem 11.

G.L. MILLER [21] introduced a different way to exploit the multiplicative
structure of the integers modn in primality tests. It leads to the following
theorem, in which ‘GRH’ denotes the generalized Riemann hypothesis, formu-
lated in the course of the proof.

THEOREM 6 (MILLER). Assume the validity of GRH. Then there exists an algo-
rithm, described below, that in O((logn)*) steps decides whether or not n is prime.
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This theorem has none of the defects of Theorem 1, 2 and 3, but it has a new
one: the assumption of an unproved hypothesis.

Assume that n is odd, and write n —1=u-2%, where u is odd and k=>1.
Employing Rabin’s terminology [29], we call an integer a a witness to the com-
positeness of n, or simply a witness for n, if the following three conditions
hold:

n does not divide a, 6)
a* # 1 modn, U]
a“? % —1modn for i=0, ..., k —1. ®)

(Others say in this situation, that n is ‘not a strong base a pseudoprime’ ... .)
Whether or not a is a witness for n depends only on a modn; so we may
restrict to 0<<a<<n. For a given such g, it takes only O((logn)®) steps to check
whether or not a is a witness for n, by the last paragraph of the proof of
Theorem 3.
We note that witnesses are reliable: if a is a witness to the compositeness of
n, then n is composite. To see this, suppose that (6), (7), (8) hold and that n is

prime. By (6) and Fermat’s theorem, a*'? =4" '=Imodn. Hence the last
term in the sequence
a“,a"?, .., a*?

is 1modn, but by (7) the first term is not 1 modn. Let b=a"? be the last
term in the sequence that is not 1 modn. Then 0<i<k —1, and b*=1 modn
while b % Imodn. Hence n divides b2—1=(b—1)b +1) but it does not
divide b —1. Therefore n divides b + 1, which contradicts (8).

The algorithm referred to in Theorem 6 now runs as follows. We may
assume that n is odd, and n>1. Check whether there is a witness a for n satis-
fying 0<<a<70(logn)*. If there is one, n is composite. If there is none, declare
n to be prime. This algorithm clearly runs in time O((logn)®).

To prove the correctness of the algorithm, we have to show that any compo-
site odd n has a positive witness a <70(logn)?, if GRH is assumed. We sketch
this proof only, referring to the literature for details.

First we describe the GRH as we need it. Let n be an arbitrary positive
integer, and let x:(Z/nZ)"—C" (the group of non-zero complex numbers) be a
group homomorphism. We view x as a function on Z by x(a)=x(a mod n) if
ged(a, n)=1, and x(a)=0 otherwise. Such a function on Z is called a character
modulo n. The L-series associated to x is defined by

Ly =3 XQ
a=1 4
If x is non-trivial, i.e. x(a) (0,1} for some a, this series converges for all seC
with Re(s)>0. We say that L(s, x) satisfies the generalized Riemann
hypothesis if L(s, )70 for all seC with Re(s)>'%. For trivial X, this is only
meaningful if L(s, x) has been analytically continued; to avoid this, let us sim-
ply say that L(s, ), for trivial x, satisfies the generalized Riemann hypothesis



:pood, 193uoj ou st yeyy w0 ue P

oI 21e am 9 wiasoay |, woly uondumsse peaoxdun ay) aaowar 0) A1 om Jj
"paoe[dar aq Ajises ues oy ‘9Ano9)op punoy
Ju :siseq eownwos g uo sowud sonpoid 01 pasn aq ues poywr smqey
‘ased Aue uj ‘s;omsue 100100 SPRIK 1 ey 1qnop o NOWIP  SOUEISWND
-1 Teondesd w st ‘sjoord Aiewrud snoloSu Surppi jo sjqedeouwr Apeo
-1Seq S1 poyiow STy} S[IYA ‘SISO ,p AI9A3 JO INO SUO ISOW I UT SINDO YOn|
Peq STy ‘g walooy L, Ag o] peq Appuanxa aaey om 1o owrud st u oL UL
‘u J0jy ssouim e st ‘v o) Jo suou Jf ansodwod SI u uOY) ‘w 10§ SAWIM € ST 'p
asayy Jo uo Jf st {1—u ‘7 “1}3'p s180)u w Ajwopuer asooyd pue
‘001 a1 “1932yut o3re| € aq w 107 159y Mpewrud Suwmorioy o sosodoxd uiqey

g watoay, saroxd smyy [zz] {67] 295 “oj01 € Keyd siaquinu peyoruire))
Y1 Yorym ut K100} J9qUINU ATE)USWI[R UT ISDIOXD IANJBINE Ue I jooid ayl

.*—l. u ‘- aN .—w M§Q§
sassaupim (] — SIM. IsD3] 1p SDY U 1s0dw0d ppo Aisag (NIGVY) § WAHOFH],

"wa10aY) Juimorioy Yy uo paseq st uoneordde puooos ay,
"sassauiim a|qrssod se ¢ ‘¢ ‘7 Afuo Sursn ‘soynurwr om) urgIM QOl-T>u
Aremqre we jo Anpewud sy apwop ues DIv-dH ue ‘sny] ‘Joje[nopes jaxydod
sjqewwrerdord € uo pajuswordun Apses st ; woloayy Aq papuroxd 1593 oy,

‘L66IT-EEEL = 100V0E19T

ISEBT-ISL-IST = ISLIEOSITE  “ISTIL-1STT = 1009TEST
‘1TI8Y- 190¥T = I8€6E8LSII LS91-678 = £S9ELE]
‘€10T8-LILIT = 1T€9V6096 68-€T = LYOT

:a11s0dwoo are UWN|oo puey 1o 9y UT SIDQUINU Y],
"L watoay, saro1d siyy, [1z] 30 “roindwioo Ag 3004y
L'SE'T ISLIE0SITE 7 u “(O1-ST>u

I8E6E8LSTI ‘17€9P6096
S'€T  100VOEI9N ‘10097EST F u ‘O1-T>u

4 ES9ELEI>U
[4 LyOT>u
:Suoww ssaunm v soy :Burdfsips

u a1150dwiod ppo L1ay (4AvisOVM ‘IDANIATIS) [ WAHOFH,

‘sIoquinu ffews 1oy 1591 Aypewrtid jsej e st is1y
oL ‘suoneoridde 1oy10 omi sey 9 woatoeyy jo joord 3y} ul pasn Bapr oy

ll2 bunss; Auewniy

sinsaz sadreys poureiqo (paysy

-qndun) waowganiap 1ey poyiodor ST ] "P3quosap isnl sasoqiodAy uuewary

pozifeouad oYy 01 uomippe ur ‘papsou st sisoqodAy uuewory [eoissep
ay) urede 10y ‘[p swQIoRy | ‘7] WOJJ USYE) ST JURISUOD 9} IOJ (), IN[BA Y,

[91] 205 ‘sourrd 1oumsip omy jo jonpoid oy 10 surud 1oy

Pue ppow | are 1ey) s19801ur sanisod oy 1940 sun1 p arogm .ﬁ.w.g =(p)X o}

3y} Jo X s130ereyd 0} PojeIdOsse SILIS-T Y J0j PIPAdU Ao ‘st stsagjodAy
uuewsny  paziferouad oy jeqs peaoxd oq wes 1 sjudwngre [euonippe Suisn

"9 w2103y, jo jooxd o soysruy sty u Aq ayqusiarp
10U (4 powr) $ISSAUNM-UOU [[¢ SUTEIUOD D ey [z'L1 waroay] ‘6c] FOANIAT4S
Jo ynsax Jurureyod Afrenbo ue st 31 ‘v ppo ansodwoo oy (Zu/Z)+D veyq [¢¢

u

J° ‘p1] ¥aWHAT Jo warooyy Junured e st 1] ‘Joquis 1qoors ayy st —M_ aroym

{upow E = 0-wP: (Zu/D)3(upowrn)) = o

([9€] ') oxe1 om s 304w £q S[qistap jou
3Ie 1By p S3SSOUIM-UOU [[e Jutureiuod (zu/z)> H dnoxdqns 1odoxd v nqryxs
01 ‘Arefjo100 oy Aq ‘soomgns ¥ ‘gL Jo pealsut 2 juejsuod pagadsun ue ym
‘9 wai03y], Jo jooxd ayy yswy of ‘ppo pue ansodwos 3q [<u mou 1]

"D U0 el
stieq < (Zu/2):X remm-uou e 0} ewwoy oy A[dde oy sooyns 1] “400¥g

DUWI] Y1 Ul SD I Yjm

DB(upowv) ‘[=(u‘v)pod ‘(udop).o>0>(

IDY3 yons F S v SIS1X3 a42Y1 usy |
"(2u/Z) Jo dnosdqns v 2q (Zu/Z)#D 19 pup “HyD awmssy -xevTI0NOD

. "Papaau st sisoyiodAy uuewony [esissepd oy ospe
._oiaicomm._?muo:m._b«:o._oU.m:uo.:.m_ Eouooﬁ.mw_oem.moozm

"175(D)X pup o54(0)X 1oy1 yons .«?moc SI>D>()
Z3D s151x2 249y udy] s1sayroddy uuvwiary pazippsauad ayy sayfsuvs (X ‘s)7
Dyt asoddns puv ‘u opmpows 4310010y [14143-u0U D 3q X 17 “Araadosd 3uimop
.3\ Y1 YIIM D JUDISUOD INjosSqD up S1 43y ] .A>¢miowhzoz.>z§z<v VINNA]

"9A0qE paquosap sasayiodAy
uuewony paziesousd [[e jo uonounfuco oy s 9 waIcoy] ul Yo ayL

G _Na
. N ._.
_VsumVﬂ ﬁ_kown_iuo«o«m >y M
01 Juafeambo st yorym ‘o st sisaqrodAy uuewary [eotssep ay Ji A[uo pue J1

P 'BASUST MH 9/2



278 H.W. Lenstra, Jr.

THEOREM 9 (ADLEMAN, POMERANCE, RUMELY). There is an algorithm that
within (logn)"'*8B%8" steps decides whether or not n is prime, for n>e®. Here
¢’ denotes an efffectively computable constant.

A complete proof of this theorem can be found in [2] and [17]. A probabilistic
version of the algorithm, which is somewhat easier to explain, will be described
below. This version of the algorithm has been implemented by H. COHEN and
AK. LeNSTRA on the CDC-Cyber 170-750 computer system of the SARA
Computer Centre in Amsterdam, cf. [4], [5]. It is the only primality test in
existence that can routinely handle numbers of up to 100 decimal digits, and it
does so within approximately 45 seconds. Numbers of up to 200 decimal digits
are dealt with within approximately 10 minutes.

The algorithm that we shall describe can be viewed as a special case of the
following primality criterion.

THEOREM 10. Let n>1 be an integer. Then n is prime if and only if every divi-
sor of n is a power of n.

The proof is left to the reader.

To prove that n is prime using Theorem 10 we must check that any divisor
of n is a power of n, and it clearly suffices to consider only prime divisors of n.
Below we shall see how to do this without explicitly knowing the prime divi-
sors of n. Actually, something weaker will be done: rather than showing that a
prime r dividing n is a power of n, one attempts to show that this is true for
the images of r and n in certain auxiliary groups, such as the group (Z/sZ)"
for an integer s that is coprime to 2.

An example of this approach is provided by Theorem 5 and its proof: in
that theorem we have n=1mods, and the proof proceeds by showing that any
prime divisor r of n satisfies r=1mods, ie. is congruent to a power of n
modulo s. The following theorem provides a less trivial example.

THEOREM 11. Let n and s be positive integers, and let A be a commutative ring

with 1 containing Z/n as a subring (with the same 1). Suppose that there exists

a€A satisfying the following conditions:

0 =1, :

(10) «*’9—1€A4” (the group of units of A) for every prime q dividing s,

(11)  the polynomial TI; 2} (X —a") has coefficients in Z/nZ for some positive
integer t.

Then every divisor r of n is congruent 10 a power of n modulo s.

PROOF. We may assume that r is Pprime. Since r is a zero_divisor (or zero) in
A, there exists a maximal ideal M of A with reM. Let 4 be the field 4/M,
and a = (amod M)eA. By (9) and (10), the order of @ in A" equals 5. The

polynomial IT!Z} (X lm.J. which has a as a zero, has coefficients in the
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subfield F, of 4 of cardinality r. Therefore a” is also a zero of this polynomial,

so there exists i€ {0, 1, ..., t —1} with a"=a", ie. r=n'mods. This proves
Theorem 11.

If we take 4 =2Z/nZ and 1 =1, then condition (11) is trivially satisfied. It is
easy to deduce Theorem 5 from Theorem 11, by choosing a equal to the pro-
duct of the a’s appearing in Theorem 5, taken modulo n.

The proof of Theorem 11 shows that the residue classes 1, n, n? .., n'"!
modulo s are permuted upon multiplication by (rmods), for any prime r
dividing n. Writing n as the product of its prime factors, we see that multipli-
cation by (n mods) also permutes these residue classes, which just means that
n'=1mods. Hence s must be chosen to be a divisor of n’ —1.

Let £ =2. In this case known prime factors of n +1=(n2—1)/(n — 1) can be
used in addition to those of n —1 to build up the number s. Starting from
Theorem 11 one can, for practically every primality test based on factors of
n —1, devise a corresponding test based on factors of n +1. These tests are
usually formulated in terms of Lucas functions [39, Sections 12, 13, 14). In the
simplest case, corresponding to Pépin’s Theorem 4, the number n+1 is a
power of 2:

THEOREM 12 (LUCAS-LEHMER). Let n=2"—1, with m>2. Define (e;)i’=, by

e1=4, e+, =e}—2 Thenn is prime if and only if €,,_;=0modn.

PROOF. First let m be even. Then n is divisible by 3, and not prime. Also
€m—1=—1mod3 by induction, so e,,_; ¥ Omodn. This proves the theorem
for even m. Assume now that m is odd, and define

A = @/nDTW(T*—V2T-1),

where V2 denotes any element of Z/nZ with (V2)2=2; eg, V2=
(2" *Y2modn). Denoting the image of T in 4 by a we have

A = (a+ba:a bel/nl), =V2a+l

Let B=V2 —a=—a"! be ‘the’ other zero of X2—V2X—1 in 4. From
a+B=V2 and aB=—1 it follows easily by induction on k that

9~.+m~. = (e,modn)eZ/nZ

for all k=1. Now let first n be prime. The discriminant of X?—V2X—1
equals 6, and from n=1mod 3, n=-1mod8 and quadratic reciprocity it fol-

n

B are conjugate over F,. By the theory of finite fields this implies that o = 8.
Multiplying this by a we get o* =—1, so

(em—1modn) = o +87 " = +a T =0

This proves the ‘only if* part. Suppose, conversely, that (e,, -; mod n)=0. Then

lows that _M_ =—1. Hence 4 is a quadratic field extension of F,, and a and
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282 H.W. Lenstra, Jr.

n'=1mod g by Fermat’s theorem, unless ¢ divides n. Hence, if s is as in the
theorem, then s divides n’ —1 provided that ged(n, s)=1. Also, the complete
factorization of s is known, and s>n". We conclude that these values for ¢
and s can be used in the primality test described above. The resulting algo-
rithm has, for prime n, an expected running time that is less than
(log n)"°8°8l8" for some constant ¢’. This does not yet prove Theorem 9, since
we have no such bound for the worst case running time. It appears that the
size of ¢ makes the test unsuitable for practical primality testing,

The test underlying Theorem 9 is closely related to the test just described. It
depends on properties of Gauss sums, which we shall now consider. By {,, we
denote a primitive m-th root of unity.

Let p and g be prime numbers not dividing n for which p divides ¢ — 1. We
choose a character x=x, , modulo g that has order p; i.e., x:F MIVA&_. > is a
surjective group homomorphism, where < §,> denotes the subgroup of C* ge-
nerated by {,. Such a x can be obtained by choosing a primitive root g mo-
dulo g and putting x(g'mod g)=S}, for icZ. We define the Gauss sum r(x) by

q-—1
00 = 3 x(x)3
x=1
This is an element of the cyclotomic ring R HN_&: W‘L. We have
)" = x(n)™"-7(")modnR if n is prime.

To prove this, notice that modulo nR we have
q—1

00" = 3 x(x)"-§§* (since n is prime)

x=1

-1
= QM_XS-,..XS,& (with y = nx mod g)
2

= x(n)™" ("),
as required. We investigate what can, conversely, be said about n if the follow-
ing weaker condition is satisfied:

00" = 700" 7(x")modnR  for some 7(x)e <> (12)

Let o be the automorphism of R with o({,)=¢{p and o(§;)=$,. Then (12) can
be written as

100"~ = 1) "mod nR.
P2 .
Raising both sides to the power Z n? ~27ig' we obtain:
0" "' = n()modnR.

Now let r be any prime divisor of n. Then we know that (12), with n replaced
by r and 5(x) by x(r), is valid, so for the same reason we have

Primality testing 283

0" "' = x(r)modrR.

Combination of the last two congruences suggests that
X(r) = oo e =D (13

for any prime r dividing n. To make this meaningful we have to explain how
to interpret the fractional exponent. For this we need the following hypothesis
on p:

V(P "' =1) = v,(n" "' —1) for every prime r dividing n, (14)

where v,(m) denotes the number of factors p in m. If (14) is satisfied we can
write (" "' —1)/(n” "' ~1)=asb, with a, beZ, b=l modp, and the residue
class of (# ™' =1)/(n” "'~ 1)médpp is then defined to be (a modp); this does
not depend on the choice of @ and b. Since n(x)f =1 it is now meaningful to
define the right hand side of (13) as n(x)°.

With this interpretation it is straightforward to verify that (12) implies (13),
provided that (14) is assumed. By induction on the number of prime factors
one can now prove that (13) holds for any divisor r of n, prime or not. In par-
ticular, with r =n we obtain x(n)=n(x), so (13) now yields

X(r) = x(m)”" =" =b (15)

for any r dividing n. Again we see that every divisor of n is a power of n, if
images under x are taken.
Itis a vital question how to verify hypothesis (14). Trivially, we have

if n”” 7! 3 1modp?, then (14) holds. (16)
In [17, Sec. 2] it is proved that
if (12) holds with 7(x) 5~ 1, then (14) is true. 17

The primality test based on the preceding theory runs as follows. Let ¢ be a
positive integer having all properties listed in Theorem 13, and let s have the
same meaning as in that theorem. Choose, for every pair of prime numbers p,
g with g dividing s and p dividing ¢ —1 (so p dividing ¢) a character X=Xp, q a8
above, and check that x= Xp. g Satisfies (12); we know that this is necessary for
n to be prime. Next, attempt to prove that every prime p dividing 7 satisfies
hypothesis (14). Usually, for each p there is a q dividing s with n(x,, )71, and
then (17) applies. If there is no such ¢, and (16) does not apply either, one
should test (12) for characters Xp.q With ¢ a prime not dividing s for which p
divides ¢ — 1, until an example of 1(xp, ¢)51 is found.

At this stage of the algorithm one knows that every X, 4, With p dividing
¢ — 1 and ¢ dividing s, satisfies (15) for each r dividing n. We claim that this
implies that each r is congruent to a power of n modulo s, so that the test can
be completed in the same way as the test described before Theorem 13.

To prove the claim, let r divide n, and let (i mod 7) be determined by

i =" '=1)/(n* "'~ 1)modp
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