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following notation. By Z we denote the ring of integers, and by R the set of real
numbers. For a positive integer n we denote by Z/nZ the ring of integers modulo n. For
a prime power g, the finite field containing g elements is denoted by F,, and its
multiplicative group by F¥; notice that for a prime number p we have that F,=Z/pZ.
The number of primes < x is denoted by n(x); the function = is called the prime coun-
ting function.

2. Preliminaries

Subsections 2.A-2.D contain some background for the material presented in the
remainder of this chapter. We suggest that the reader only consults one of these first
four subsections as the need arises.

2.A. Smoothness

In many of the algorithms that we will present, the notion of smoothness will play an
important role. We say that an integer is smooth with respect to y, or y-smooth, if all its
prime factors are < y. In what follows, we will often be interested in the probability that
a random integer between 1 and x is smooth with respect to some y.

To derive an expression for this probability, we define y(x, y) as the number of
positive integers <x that are smooth with respect to y. Lower and upper bounds for
¥(x, y) are known from [15, 25]. Combination of these results yields the following. For
a fixed arbitrary £¢>0, we have that for x> 10 and u<(log x)' e,

vix, x:Jhx.zn.;:u..;.

for a function f that satisfies f(x, u)/u—0 for u— co uniformly in x. For fixed a, fe R ¢
we find that for n— 00

Y(n®, nfv/Gosion milosm) — ne.« ((a/f) \~om nflog log n)~ (! *°! .:&3,\%.

which can conveniently be written as
Y, Lin) = n® L) /20 o0

where L{n)=e'*s "o 18 * [t follows that a random positive integer <n”is smooth with
respect to L{n)? with probability L(n)~¥@#**") for n—oo.

For fe R we will often write L,[f] for L(n)?, and we will abbreviate L,[f+o(1)] to
L,[B], for n—oo. Notice that in this notation L,[«] + L[] = L,[max(a, B)1, and that
the prime counting function n satisfies n(L,[f])=L.[A].

2.B. Elliptic curves

We give an introduction to elliptic curves. For details and proofs we refer to [45,75].
Our presentation is by no means conventional, but reflects the way in which we apply
elliptic curves.

Let p be a prime number. The projective plane P*(F,) over F, consists of the

equivalence classes of triples (x, y,z)€ F,xF,xF,, (x,, z)#0, where two triples
(x,y,z) and (x', y', z') are equivalent if cx=x', cy=y, and cz=2' for some ce F}3; the
equivalence class containing (x, y, 2) is denoted by (x:y:z).

Now assume that p is unequal to 2 or 3. An elliptic curve over F, isapaira,be F,for
which 4a® + 27b% #0. These elements are to be thought of as the coefficients in the
Weierstrass equation

Q.1 yr=x*+ax+b.
An elliptic curve a, b is denoted by E,, or simply by E.

2.2. SET OF POINTS OF AN ELLIPTIC CURVE. Let E be an elliptic curve over F,. The set of
points E(F,) of E over F, is defined by

E(F,)={(x:y:2)e PX(F,):y*z=x>+axz? + bz’}.

There is one point (x:y:z) € E(F ) for which z= 0, namely the zero point (0:1:0), denoted
by O. The other points of E(F,) are the points (x:y:1), where x, ye F, satisfy (2.1). The
set E(F,) has the structure of an abelian group. The group law, which we will write
additively, is defined as follows.

2.3. Tue Group Law. For any Pe E(F,) we define P+0=0+P=P. For non-zero
P=(xy:y::1), @=(xz:y;:1)€ E(F,) we define P+Q=0 if x,=x; and y,=—y,.
Otherwise, the sum P+ Q is defined as the point (x:—y:1)€ E(F,) for which (x, y)
satisfies (2.1) and lies on the line through (x,, y,) and (x2, y2); if x; =x,, we take the
tangent line to the curve in (xy, y,) instead. With 1=(y, — y2)/(x; —x2)if x, #x,, and
1=(3x2+a)/(2y,) otherwise, we find that x=AY—x,—x, and y=A(x—x;)+y,. The
proof that E(F,) becomes an abelian group with this group law can be found in [75,
Chapter 3].

2.4. TueorperoF E(F,). The order # E(F,) of the abelian group E(F,)equalsp+1—1
for some integer t with |t| Mmz\a , a theorem due to Hasse (1934). Conversely, a result of
Deuring [26] can be used to obtain an expression for the number of times a given
integer of the above form p+1—t occurs as # E(F ), for a fixed p, where E ranges over
all elliptic curves over F,. This result implies that for any integer ¢ with || < N/\.vm there is
an elliptic curve E over F, for which #E(F,)=p+1—t. A consequence of this result
that will prove to be important for our purposes is that # E(F,) is approximately
uniformly distributed over the numbers near p+ 1 if E is uniformly distributed over all
elliptic curves over F .

2.5. ProposiTION (cf. [45, Proposition (1.16)]). There are positive effectively computable
constants ¢, and ¢, such that for any prime number p>5 and any set S of integers s for
which |s—(p+1)I< /\m one has

#5-2 N #S
T2 e (logp) ! < — < ————+c;(log p)-(log log p)?,
ASp1+1 TN T
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that 4a3+27b*#£0and P,€ E, ,(F,), we have R,=k- P, in E;,(F,) where d=a mod p.

Notice that in the latter case R, =0, if and only if the order of P, € E, ,(F ) divides k.
But R,=0, if and only if R =0, as we noted in (2.9), which is equivalent to R, =0, for
any prime q dividing n. We conclude that if k- P has been computed successfully, and if
q is another prime satisfying the same conditions as p above, then k is a multiple of the
order of P, if and only if k is a multiple of the order of P,.

By repeated duplications and additions, multiplication by k can be done in O(log k)
applications of Algorithm (2.8), and therefore in O((log k)(log n)?) bit operations.

2.11. RANDOMLY SELECTING CURVES AND POINTS. In Subsection 5.C we will be in the
situation where we suspect that n is prime and have to select elliptic curves E modulo
n (in (5.7)) and points in E(Z/nZ) (in (5.6)) at random. This can be accomplished as
follows. Assume that gcd(n, 6)= 1. Randomly select a, b € Z/nZ until 4a>+27b*#0,and
verify that gcd(n, 4a®+27b*)=1, as should be the case for prime n; per trial the
probability of success is (n— 1)/n, for n prime. The pair a, b now defines an elliptic curve
modulo n, according to (2.7).

Given an elliptic curve E = E, , modulo n, we randomly construct a point in E(Z/nZ).
First, we randomly select an x € Z/nZ until x* + ax + b is a square in Z/nZ. Because we
suspect that n is prime, this can be done by checking whether (x* +ax+b)"~'?=1.
Next, we determine y as a zero of the polynomial X2 — (x> +ax +b)e (Z/nZ)[ X ] using
for instance the probabilistic method for finding roots of polynomials over finite fields
described in [37, Section 4.6.2]. The resulting point (x:y:1) is in E(Z/nZ).

For these algorithms to work, we do not need a proof that n is prime, but if n is prime,
they run in expected time polynomial in log n.

2.C. Class groups

We review some results about class groups. For details and proofs we refer to [9, 70].
A polynomial aX 2+ bX Y+cY?e Z[X, Y] is called a binary quadratic form, and 4=
b? —4ac is called its discriminant. We denote a binary quadratic formaX?+bXY+cY?
by (a, b, ¢). A form for which a>0 and 4 <0 is called positive, and a form is primitive if
ged(a, b, ¢)=1. Two forms (a, b, ¢) and (d', b', ¢') are equivalent if there exist a, f,y,0€ Z
withad—fy=1such that dU2 4+ b' UV +c'V3=aX?+bXY+cY? where U=aX +7Y,
and V=X +4Y. Notice that two equivalent forms have the same discriminant.

Now fix some negative integer 4 with 4 = 0 or 1 mod 4. We will often denote a form
(a, b, ¢) of discriminant 4 by (a, b), since ¢ is determined by 4 =b?—4ac. The set of
equivalence classes of positive, primitive, binary quadratic forms of discriminant 4 is
denoted by C,. The existence of the form (1, 4) shows that C, is nonempty.

2.12. RepucTioN ALGORITHM. It has been proved by Gauss that each equivalence class
in C, contains precisely one reduced form, where a form (a, b, ¢) is reduced if

bl<a<c,
b=0 if |b|=a or if a=c.

These inequalities imply that a<,/|4|/3; it follows that C ,is finite. For any form (a, b, ¢)

of discriminant 4 we can easily find the reduced form equivalent to it by means of the
following reduction algorithm:

(1) Replace (a, b) by (a, b—2ka), where ke Z is such that —a<b—2ka<a.
(2) If(a, b, ) is reduced, then stop; otherwise, replace (a, b, ¢) by (¢, — b, a) and go back
to step (1).

It is easily verified that this is a polynomial-time algorithm. Including the
observation made in [37, Exercise 4.5.2.30] in the analysis from [39], the reduction
algorithm can be shown to take O((log a)* + log c) bit operations, where we assume that
the initial b is already O(a). It is not unlikely that with fast multiplication techniques
one gets O((log a)! **+1log c) by means of a method analogous to [69].

If the reduction algorithm applied to a form (@', b', ¢’) yields the reduced form (a, b, ¢),
then for any value ax?+bxy+cy? a pair u=ax+7yy, v=Px+dy with a'u? +buv+
c'v?=ax?+bxy+cy? can be computed if we keep track of a (2 x 2)-transformation
matrix in the algorithm. This does not affect the asymptotic running time of the
reduction algorithm.

2.13. ComposiTION ALGORITHM. The set C 4, which can now be identified with the set of
reduced forms of discriminant 4, is a finite abelian group, the class group. The group
law, which we will write multiplicatively, is defined as follows. The inverse of (a, b)
follows from an application of the reduction algorithm to (a, —b), and the unit element
1,15 (1, 1) for 4 odd, and (1,0) for 4 even. To compute (a,, by)+(a,, b,), we use the
Euclidean algorithm to determine d =gcd(ay, a,, (b, +b;)/2), and r, s,te Z such that
d=ra,+sa,+t(b, +b,)/2. The product then follows from an application of the
reduction algorithm to

(aya,/d? by +2a,(stby —b,)/2—tc,)/d),

where ¢, =(b3— 4)/(4a,). It is again an easy matter to verify that this is a polynomial-
time algorithm.

2.14. AmBiGuous ForMS. A reduced form is ambiguous if its square equals 1,4; for an
ambiguous form we have b=0, or a=b, or a=c. From now on we assume that 4= 1
mod 4. It was already known to Gauss that for these 4's there is a bijective
correspondence between ambiguous forms and factorizations of |4| into two relatively
prime factors. For relatively prime p and g, the factorization |4| = pq corresponds to the
ambiguous form (p, p) for 3p<gq, and to ((p+q)/4, (9— p)/2) for p<q<3p. Notice that
the ambiguous form (1, 1) corresponds to the factorization |4]=1-|4|.

2.15. THE cLass NUMBER. The class number h, of 4 is defined as the cardinality of the
class group C,. Efficient algorithms to compute the class number are not known. In
[70] an algorithm is given that takes time |4]'/° **!) for A— — c0; both its running time
and correctness depend on the assumption of the generalized Riemann hypothesis
(GRH). It follows from the Brauer-Siegel theorem (cf. [41, Chapter XVI]) that
hy=14]"**°" for A— — co. Furthermore, h, AA/\E_omEc\N for 4 < —3. It follows
from (2.14) that h, is even if and only if |4] is not a prime power.
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proof of these timings and a deterministic version of this probabilistic algorithm we
refer to [82]. How the singular case should be handled can be found in [82, 53].

2.22. SOLVING EQUATIONS OVER THE RING Z/mZ. In the sequel we often have to solve
a system of linear equations over the ring Z/mZ, where m is not necessarily prime. We
briefly sketch how this can be done using Wiedemann’s coordinate recurrence method.
Instead of solving the system over Z/mZ, we solve the system over the fields Z/pZ for
the primes p|m, lift the solutions to the rings Z/p*Z for the prime powers p*|m, and
finally combine these solutions to the solution over Z/mZ by means of the Chinese
remainder algorithm. In practice we will not try to obtain a complete factorization of m,
but we just start solving the system modulo m, and continue until we try to divide by
a zero-divisor, in which case a factor of m is found.

Lifting a solution 4x,=b modulo p to a solution modulo p* can be done by writing
Axo —b=py for some integer vector y, and solving Ax, =y modulo p. It follows that
A(xo —px,)=b modulo p>. This process is repeated until the solution modulo pris
determined. We conclude that a system over Z/mZ can be solved by O(logm)
applications of Algorithm (2.19).

3. Algorithms for finite abelian groups

3.A. Introduction

Let G be a finite abelian group whose elements can be represented in such a way that
the group operations can be performed efficiently. In the next few sections we are
interested in two computational problems concerning G: finding the order of G or of
one of its elements, and computing discrete logarithms in G. For the latter problem we
will often assume that the order n of G, or a small multiple of n, is known.

By computing discrete logarithms we mean the following. Let H be the subgroup of
G generated by an element he G. For an element y of G, the problem of computing the
discrete logarithm log,y of y with respect to h, is the problem to decide whether yeH,
and if so, to compute an integ.r m such that h™ = ¥, in the latter case we write log, y =m.
Evidently, log,y is only defined modulo the order of h. Because the order of h is an
unknown divisor of n, we will regard log,y as a not necessarily well-defined integer
modulo n, and represent it by an integer in {0,1,...,n—1}. Although log,y is often
referred to as the index of y with respect to h, we will only refer to it as the discrete
logarithm, or logarithm, of y.

Examples of groups we are interested in are: multiplicative groups of finite fields, sets
of points of elliptic curves modulo primes (cf. Subsection 2.B), class groups (cf.
Subsection 2.C), and multiplicative groups modulo composite integers. In the first
example n is known, and for the second example two methods to compute n were
mentioned in (2.6).

In all examples above, the group elements can be represented in a unique way.
Equality of two elements can therefore be tested efficiently, and membership of a sorted
list of cardinality k can be decided in logk comparisons. Examples where unique

representations do not exist are for instance multiplicative groups modulo an
unspecified prime divisor of an integer n, or sets of points of an elliptic curve modulo n,
when taken modulo an unspecified prime divisor of n (cf. (2.7)). In these examples
inequality can be tested by means of a gcd-computation. If two nonidentically
represented elements are equal, the ged will be a nontrivial divisor of n. In Subsection
4.B we will see how this can be exploited.

In Subsection 3.B we present some algorithms for both of our problems that can be
applied to any group G as above. By their general nature they are quite slow; the
number of group operations required is an exponential function of logn. Algorithms
for groups with smooth order are given in Subsection 3.C (cf. Subsection 2.A). For
groups containing many smooth elements, subexponential discrete logarithm algo-
rithms are given in Subsection 3.D. Almost all of the algorithms in Subsection 3.D are
only applicable to the case where G is the multiplicative group of a finite field, with the
added restriction that h is a primitive root of the same field. In that case G = H, so that
the decision problem becomes trivial. An application of these techniques to class
groups is presented in Remark (3.13).

For practical consequences of the algorithms in Subsections 3.B through 3.D we refer
to the original papers and to [53].

3.B. Exponential algorithms

Let G be a finite abelian group as in Subsection 3.A, let he G be a generator of
asubgroup H of G, and let ye G. In this section we discuss three algorithms to compute
log,y. The algorithms have in common that, with the proper choice for y, they can
easily be adapted to compute the order n, of h, or a small muitiple of n,.

Of course, log,y can be computed deterministically in at most n,, multiplications and
comparisons in G, by computing h' for i=1,2,...until k' =y or k' = I; here 1 denotes
the unit element in G. Then ye H if and only if k' =y for some i, and if y¢ H the
algorithm terminates after O(n,) operations in G; in the latter case (and if y=1), the
order of h has been computed. The method requires storage for only a constant number
of group elements.

3.1. SHANK'S BABY-STEP-GIANT-STEP ALGORITHM (cf. [38, Exercise 5.1 7). We can improve
on the number of operations of the above algorithm if we allow for more storage
being used, and if a unique representation of the group elements exists; we describe
an algorithm that takes O(,/n, logn,) multiplications and comparisons in G, and
that requires storage for O?\:l.; group elements. The algorithm is based on the
following observation. If ye H and log, y <s? for some s€ Z ., o, then there exist integers
iand j with 0<i, j<s such that y=h**J_In this situation log,y can be computed as
follows. First, make a sorted list of the values k' for 0< j < sin O(s log s) operations in G.
Next, compute yh™* for i=0, 1,..., s~ | until yh~* equals one of the values in the list:
this search can be done in O(log s) comparisons per i because the list is sorted. Ifyh~¥sis
found to be equal to h/, then log, y = is + j. Otherwise, if yh~* is not found in the list for
any of the values of i, then either y¢ H or log, y>s2.

This method can be turned into a method that can be guaranteed to use O?\:l.. X
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circumstances the order should divide

(3.5) k=ks,B)= [] p".
pss
pprime

where t, € Z o is maximal such that p'» < B. Raising h to the kth power mwwc_a yield the
unit n_nn:ni in G; this takes O(s log, B) multiplications in G to <2.:..<. If * indeed nﬁ:m_m
the unit element, the order of h can be deduced after some additional computations.

3.6. THE CHINESE REMAINDER THEOREM METHOD (cf. [56]). >._mo for the discrete _ommw:ra
problem a smooth order is helpful, as was first noticed E. Silver, and later by 1@:_5 and
Hellman [56]. Let n,, =T1,,, p°” be the prime factorization of n,,. If y € H, mrn_w it mcann.m
to determine log, y=m modulo each of the p», followed by an .mv_u__ow:o: of the
Chinese remainder algorithm. This observation leads to an algorithm that takes

Y. O(,/e, max(e,, p)log(p*min(e,, p)))

plnn
p prime

group operations, and that needs storage for

O max Agv

plan

roup elements. ) o -
s To compute m modulo p®, where p is one of the primes dividing n, and e=e¢,, we
proceed as follows. Write m=Y {23 m;p' modulo p¢, with m;e {0, 1,...,p—1}, and
notice that

(m—(mmod p')n,/p'** =(n,/p)m;mod n,
for i=0,1,..., e—1. This implies that, if ye H, then
A%.:n.s...& ...J....:.... =(h"/Pym™.

Because h=h"™" generates a cyclic subgroup H of G o._. order p, we can 83@:8
mg,my,...,m,_, in succession by computing the a_mnan.:" logarithms of y;=
(y-h~tmmed Py * ! with respect to h, fori=0, 1,...,e— 1. This can c.n done by means
of any of the methods mentioned in Subsection 3.B.If y; ¢ A :.: some i, :_w: y¢ H,and
the algorithm terminates. With (3.2) we now arrive at the estimates mentioned above.

3.D. Subexponential algorithms

In this subsection we will concentrate on algorithms to compute &mnwﬁn._omm:_:im
with respect to a primitive root g of the multiplicative group G of a finite field. In this
case the order of G is known. In principle the methods to be presented here can be
applied to any group for which the concept of smoothness Bm_:...m sense, and that
contains sufficiently many smooth elements. This is the case for instance for class
groups, as is shown in Remark (3.13).

A LTINIKA, T3 V. LENSTRA, JR

We do not address the problem of finding a primitive root of G, or deciding whether
a given element is a primitive root. Notice however that the latter can easily be
accomplished if the factorization of the order of G is known. It would be interesting to
analyze how the algorithms in this subsection behave in the case where it not known
whether ¢ is a primitive root or not.

A rigorous analysis of the expected running time has only been given for a slightly
different version of the first algorithm below [61]. The timings of the other algorithms
in this section are heuristic estimates.

3.7. REMARK. Any algorithm that computes discrete logarithms with respect to
a primitive root of a finite field can be used to compute logarithms with respect to any
non-zero element of the field. Let g be a primitive root of a finite field, G the
multiplicative group of order n of the field, and h and yany two elements of G. To decide
whether ye (h)=H and, if so, to compute log, y, we proceed as follows. Compute
log, h=my, log, y=m,, and ind(h) = ged(n, my). Then y € H if and only if ind(h) divides
m,, and if ye H then

log, y=(m, /ind(h))(my /ind(h))~*mod n,,
where n, = n/ind(h) is the order of h.

3.8. SMOOTHNESSIN(Z/pZ)*.1{G = (Z/p Z)* for some prime p, we identify G with the set
{1,2,...,p—1} of least positive residues modulo p; the order n of G equals p—1. It
follows from Subsection 2.A that a randomly selected element of G that is <n® is
L.[f]-smooth with probability L,[—a/(2P)],fora, Be R, , fixed with a < 1,and n— 0.
The number of primes <L,[f] is n(L,[B])= L.[B]. In Subsection 4.B we will see that
an element of G can be tested for L, [B]-smoothness in expected time L, [0]; in case of
smoothness, the complete factorization is computed at the same time (cf. (4.3)).

3.9. SMOOTHNESSIN F}... If G = F1., for some positive integer m, we select an irreducible
polynomial feF,[X] of degree m, so that Fom=(F,[ XD/ f). The elements of G are
then identified with non-zero polynomials in F,[X] of degree <m. We define the norm
N(h) of an element he G as N(h)=24¢#<¢®_ Remark that N(f)= # F,~, and that the
order n of G equals 2™ —1.

A polynomial in F,[X] is smooth with respect to x for some xe R, ,, if it factors as
a product of irreducible polynomials of norm <x. It follows from a theorem of
Odlyzko [53] that a random element of G of norm <n® is L,[f]-smooth with
probability L,[ —a/(2p)], for a, B e R, fixed with a <1, and n— 0. Furthermore, an
element of G of degree k can be factored in time polynomial in k (cf. [37]). The number
of irreducible polynomials of norm <L,[f] is about

L.[B1/1og2(L,[F]) = L[]

These results can all easily be generalized to finite fields of arbitrary, but fixed,
characteristic.

3.10. THEINDEX-CALCULUS ALGORITHM. Let g be a generator of a group G of order n as in
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generators of G. To solve the discrete logarithm problem one expresses both hand y as
products of powers of the new generators, and applies (3.7) repeatedly. Notice that if the
assumption A =Kker(yp) is wrong (i.e., we did not find sufficiently many relations), we
may incorrectly decide that y ¢ (h).

3.14. A METHOD BASED ON THE RESIDUE-LIST SIEVE FROM [22]. We now discuss a variant of
the index-calculus algorithm that yields a better heuristic running time, namely L[1]
for the precomputation and L[4] per individual logarithm. Instead of looking for
random smooth group elements that yield equations like (3.11), we look for smooth
clements of much smaller norm that still produce the necessary equations. Because
elements of smaller norm have a higher probability of being smooth, we expect that this
will give a faster algorithm.

For ease of exposition we take G=(Z/p Z)*, as in (3.8), so that n=p— 1. Let the
notation be as in (3.10). Linear equations in the log, s for s € S are collected as follows.
Let ae R, and let u and v be two integers in :/\W_Jr ..., m/\w+hm&“:. both
smooth with respect to L[B]. If uv— p is also smooth with respect to L[ 8], then we have
found an equation of the type we were looking for, because log, u +log, v=log,(uv— p).

We analyze how much time it takes to collect L[B] equations in this way. The
probability of uv—p= OF_H&/\M: being smooth with respect to L[ff] is L[ — 1/(4f)], so
we have to consider L[ + 1/(48)] smooth pairs (u, v), and test the corresponding uv —p
for smoothness. This takes time L[f+ 1/(4p)]. It follows that we need L[f/2+ 1/(8f)]
integers u € 2”/\3+ I..., m/\ml:\mgu:v that are smooth with respect to L[f]. For
that purpose we take L[ /2 + 1/(88)+ 1/(4p)] integers in :/\mu +1,..., m,\m+ L{a]]}
and test them for smoothness, because the probability of smoothness is L[ —1/(4f)].
Generating the u’s therefore takes time L[f/2+3/(8f8)]. Notice that we can take
a=f/2+3/(8). Notice also that u,v, and uv—p are not generated randomly, but
instead are selected in a deterministic way. Although we cannot justify it theoretically,
we assume that these numbers have the same probability of smoothness as random
numbers of about the same size. The running times we get are therefore only heuristic
estimates.

Combined with the coordinate recurrence method (cf. (2.19), (2.22)), we find that the
precomputation takes time L[max(f+ 1/(4p), #/2+ 3/(80), 28)]. This is minimized for
B=14, so that the precomputation can be done in expected time L[ 1] and storage L[}].
Notice that for =1 we have a=1.

The second stage as described in (3.10) also takes time L[1]. If we keep the L[4]
smooth u’s from the precomputation stage, then the second stage can be modified as
follows. We find e such that y-g®mod p is smooth with respect to L[2] in time L[}].
To calculate log, y, it suffices to calculate log,x for each prime factor x<L[2]
of y-g*mod p. For fixed x this is done as follows. Find v in an interval of size L[}]
around /§\x that is smooth with respect to L[4] in time L[4]. Finally, find one of the
L[4] smooth w’s such that uvx—p=0(L[3]./p) is smooth with respect to L[4] in
time L[4]. The value of log, x now follows. Individual logarithms can therefore be
computed in expected time and storage L[}].

Generalization of this idea to G=F3%.., as in (3.9), follows immediately if we select
some polynomial g € F,[ X] of norm about 2™2 (for instance g = X'™?2!), and compute

g, re F,[ X7 such that f =qg+r (cf. (3.9)) with degree(r) < degree(g). In the precomput-
ation we consider u =g+, v=q+7 for polynomials 1, 5 € F,[ X] of norm <L[«], so
that N(uv— f) is close to L[«]2™% here L[a]=Lym-,[a]. In the second stage we write
g=hx+% for h,xeF,[X] with degree(x)<degree(x), where x is as above, choose
v=h+i with N(®) < L[}], and consider uvx— f. The running time analysis remains
unchanged. Instead of finding g, g, r as above, we could also choose f in (3.9) such that
f=X™+f, with degree(f,)<m/2, so that we can take g=q=X"""* b2),

3.15. A METHOD BASED ON THE LINEAR SIEVE ALGORITHM FROM [22]. Again we consider
G =(Z/p Z)*. Animprovement of (3.14) that is of practical importance, although it does
not affect the timings when expressed in L(n), can be obtained by including the numbers
ue ;/\E.T ..., m/\w+hm&5 in the set S as well. For such u and v we again have
:cIuNOFm&/\my but now we only require that uv—p is smooth with respect to
L[], without requiring smoothness for u or v. It follows in a similar way as above that
the L[]+ L[] equations can be collected in time L[ 1] and storage L[}]for B=4and
a=f/2+ 1/(8$3) = 1. The reason that this version will run faster than the algorithm from
(3.14) is that uv—p is now only OAhm&/\my whereas it is O:Lm:/\mv in (3.14). In
practice this will make a considerable difference in the probability of smoothness. The
second stage can be adapted in a straightforward way. The running times we get are
again only heuristic estimates.

In the methods for G=(Z/pZ)* described in (3.14) and (3.15), the use of the
smoothness test referred to in (3.8) can be replaced by sieving techniques. This does not
change the asymptotic running times, but the resulting algorithms will probably be
faster in practice [22].

3.16. A MORE GENERAL L FUNCTION. For the description of the last algorithm in this
subsection, the bimodal polynomials method, it will be convenient to extend the
definition of the function L from Subsection 2.A slightly. For a,re R with0<r<1, we
denote by L,[r;c] any function of x that equals

ela+ollndog x)(log log x)' l. for x— 0.

Notice that this is (log x)* for r =0, and x* for r=1, up to the o(1) in the exponent. For
r=1% we get the L from Subsection 2.A.

The smoothness probabilities from Subsection 2.A and (3.9) can now be formulated
as follows. Let a,f,r,seR be fixed with «, >0, 0<r<1, and O<s<r. From
Subsection 2.A we find that a random positive integer < L, [r;a]is L.[s;8]-smooth with
probability L [r—s; —a(r—s)/B], for x—co. From the same theorem of Odlyzko re-
ferred to in (3.9) we have that, for r/100 < s <99r/100, a random polynomial in F, [ X] of
norm <L.[rx] is smooth with respect to L,[s;8] with probability L.[r—s;
—a(r—s)/B], for x—o0.

3.17. COPPERSMITH'S BIMODAL POLYNOMIALS METHOD (c¢f. [21]). We conclude this
subsection with an algorithm that was especially designed for G =F%~, as in (3.9). This



_ ‘wyiode
sy1 jo uoneiuawdiduit 3y Juruouod syIeWaI [njasn swos 10§ [17] o1 19ja1 oM

.21.—28:32_52 1o+ EJN = HM\/M%H\N aan:OE

o Aq papunoq st § 35 10§ 5°30] Jo swI ut 4 3o ssardxa 03 swm [e101 a1
1eqros ‘[1:44]7> wiou aary s10108) [ (w Sop)0 Yidop uoisinoal 1e pue ‘da)s UoISINDdI
1ad serwouAjod w> 01 parjdde skempe st uoisinoar sy TI'f)T o sa819Au00 1’y

ol T i +8T T+ g

sunou Jo 3ouanbas v Juneard snyy 2n pue 4/'n jo
$10198J 3QIONP3LIL Y] JO Y2B3 01 K[9AISINOII poylaw 3a0qe y) Addr am ‘g 35 ._m_ s?30]
Jo swi3) ut 4 °3of ssardxa oJ, *(?n pue 4/'n jo sI01aej a[qnpain oY1) [1:4]7> wiou
Jo sjeiwioufjod jo swiyireSo aya1081p 9y) Sunndwod jo .Eu_poi a1 01 (fpouw,b.4
Jo & 10108) ) [1*§]7 wurou jo ferwouAjod e jo wiyjueSo] 21219s1p 23 m:::a::”o Jo
wa[qoid 3y) paonpas aaey am (1 — ,z)powr((4 *Sof + (4 \_xvswos.ﬁ‘u in amo_.umsuuom

. ¢/ (WTBor)g, (w((1)0 + E\JN = —HW\IMM”—\N

sum
ur auop aq ued s'n ay) jo uonendwod syl 1eY) PUY IM PUE ‘PIYSIIES ST UONIPUOD SIY |,

B/ 1<l

. 1ey) 9ARY ISnW
am “Tn sapiaip 4 1ey) uontpuod ayy Kjsnes (2a *'a) saed sy jo [1°537/,[1:§]7 asneoag

TG/ -1=[e/e/ —§171-lo/e N -1

3q 01 pawmnsse st [1:§]7 01 102dsa1 yum yloows are y1oq 1ey) Aupqeqord
ay1 1.y} os ‘Aaanoadsar .mm\/wﬁq pue [{/M2]7 Aq papunoq mE._ocz?M: Nh_ n:n«_ﬁ. M ! =a~m5
¥ 10§ 331040 31 woyy smofjoj 11 ‘1§17 01 103dsa1 yum yjoows sie [ ﬁo_.m_ In=1n
pue 4/'n yloq teys yons pue ‘Za+ 'a, X =N sapiap 4 1ey1 yons H_WHJW
uiou jo [x]?4 3 %a“'a sjerwoudjod purg ‘[g mmudufav.z. v:.« m\/mﬁqua XN
128 om ased 1s1om 3y ut {[1:4]7 wou jo [ x]74 3 a [erwouKjod e 10§ (,aIN RA”<\“_ XN
1BY) yons g jo 1amod v aq y 197 TIE17S (4N ynm fpour,b. £ jo siojory uZM:.@o:_
343 Jo du0 aq 4 197 “[§:4]7 swn wr [1:§]7 01 wadsar yum yoous si _”_WZQVW wiou
Jo fpow,B.4 yeys yons 2 puy ap\ ‘smojjoj se passoid am swr.— 34 10§4 awﬁ.: aindwosoj
“19158) ANY31ps voneindwooad
ay) muxaE. :oEB. YILO= ¢ (f)=¢ Puy am ‘| se ussoyd aq ued 1 1eY) AYON|
osaream )1 ((zz ) 610 P) erewtSong (1) + ggs- ¢ JWI ULUOP 2q ued uoneindwosaid
Yl 1By 08 ‘b6LOX ¢h(}) =4 puy om m\zu~ 9Sed 1SI0M aY) uf 7 _A.u mod e s

e (w80 m o (e/(,_1+10

1841 Yons w\/w~v|\/ ynum i
ar .(:hmzm—‘— ‘MH .<¢hmZm\— NV 969

Suyel AQ sMO[[0] UaY) 1 10j IN[BA Y} pUe ‘¢ (€/(; _1+) st f 10§ 201040 jewndo ayj,
g/ N1+ D+ F1T< T8

Ajsnes 1snw g 1ey1 smojjoj 11 ‘(uonenba swes ayy paIk (Za.m ‘'a.m) pue (ZTa*‘ta)
sired ay) asneoaq swud APAne[ar a1e Jeyl 2a 'a spenwouA[od 19pisu0d A[Uo am 1Y)
paau am 1ey) suonenbs [(i$]7x oy a1e19u23 01 20yyns ysnw (Za *a) sned ,[gi§]7 UL

g O 1+ = §11 =1 /o —111-0 /191 = $17
3q 0} pawnsse si 310§213Y1
[¢:$]17 01103dsa1 yum yroouss a1e Y10q ey} Anpqeqoxd ay ], .E\Jﬁq > (TmN 1BY] OS

T+ 30wy s X =
S powt(a+ Jay 4 pympX) =1
aary 9M ‘T Jo Jomod e sty Isnedsq
.T\m\/mm: S (TM)N 1841 9ABY 3M ¥ JO 301040 3y} Ag "swIou 1ay) aindwod am ‘yroows
a1e’s!n yroq eyl A1piqeqold sy) azA[eue O], ‘[[am se [g:§17 01 10adsar Yim yloows st b
1eYy) 2WINSSE oM ‘snoduafouwroy a1 Aem siyi ut pare1ousd suonenbd sy asneaag “[¢:4]7
01 192dsa1 YIM Y100WS 31€ s!1 Y1oq Ji ‘S 35 10§ s "3o oy ut uonenbs 1esul] e puy am

{1 — wg)pouwi(*n’3oy.¥)= tn°doj

30UIg "poylaw Y1 Jo dwreu Y} sure[dxa siy) ‘syead omy
1M sNq Jo SuLlls € SB PAISPISUOD 3q UEd 'n [etwou£jod ay1 yey) yreway f powin=71n
pue ‘Za4'a,, LuX ="n el M [gi{]7> wiou jo [x]%4 3% a sperwoukjod

104 Tg/ME1T3GON pue (/g MEITS (unXON T0W pue 2/4S1> ¢/ saysues
(¢ry (BN ¢yttt yyy _PA=1

eyl puy Im .QTAENMO:Q—EN:..Q 01

3502 7 Jo 19mod © 10] panatyoe st siyl {[¢*§]7 wou jo [x7%4 3 a jerwouAjod e 10§ (,a)N

01 21qiss0d & 3502 SE SI (4 X)N 12UI YOns 7 Jo 19mod © 3q ¥ 191 ‘d10uwLIdyun 0 # g
swos 10j ‘[g§17> wiou jo [x]%q w srerwoukjod 2[qIONpa1Il Jo 138 Yl 3q § 137

“uon23s siy) ur swyiodje 19y1o ay) jo Aue uey) 1915ej Ajenueisqns st siy)

1eY) 210N .mw\/ﬁq awn pa1adxs ur paindwiod 5q ued swyiuedo] [enplAlpul 1Byl pue

[ ¢/z2:§17 sumi pajdadxa ut Jno patiied 3q ued a8e3s voneindwosald 3yl 18yl 398 [[IM IM

“00 Wl PUB ‘<P IO} (esop (1o 112 = [T

uotnejou Syl Yim jeyl

aonoN ‘[04]7 01 [0u]' ~=?7 J1v1A21qqR 9M pUR {91°¢) wolj 77 uonouny Yy Isn IM
‘punoj aq ued f ue yons jey) 105dxa am ‘3[qronpaLt st w 92139p Jo
[ x]%4 ut sjerwou£jod w £19A3 JO N0 JUO INOGR ISNEIAY "¢/ W > 20139pjo [ X743
10J T/ + X Se uanum aq ued f 1ey) swnsse M ())([x174)= 24 ey os (6'¢) u!
se w 2213ap Jo [ x4 wi erwou£jod owow € 3q f 197 "(01°¢) wy1o3(e snnojed-xaput
311 Jo 1ueLIeA € utede st 1] DNSUII0RIRYD 931R] B Y1IM SP[3Y 0] £1dde jou saop wy1od(e

569 ANO3IH] HIGWNN NI SWHLI¥ODTY




4. Factoring integers

4.A. Introduction

Finite abelian groups play an important role in several factoring algorithms. To
illustrate this, we consider Pollard’s p— | method, which attempts to factor a composite
number n using the following observation. For a prime p and any multiple k of the order
p—1 of (Z/p Z)*, we have a*=1mod p, for any integer a that is not divisible by p.
Therefore, if p divides n, then p divides gcd(a* —1,n), and it is not unlikely that
a nontrivial divisor of n is found by computing this ged. This implies that prime factors
p of n for which p—1 is s-smooth (cf. Subsection 2.A), for some s€ Z., can often be
detected in O(s log, n) operations in Z/n Z, if we take k = k(s, n) as in (3.5). Notice that, in
this method, we consider a multiplicative group modulo an unspecified prime divisor of
n, and that we hope that the order of this group is smooth (cf. Subsections 3.A and 3.C).

Unfortunately, this method is only useful for composite numbers that have prime
factors p for which p— 1 is s-smooth for some small s. Among the generalizations of this
method [7, 57, 84], one method, the elliptic curve method [45], stands out: instead of
relying on fixed properties of a factor p, it depends on properties that can be
randomized, independently of p. To be more precise, the multiplicative group (Z/p Z)*
of fixed order p— 1 is replaced by the set of points of an elliptic curve modulo p(cf. (2.2)).
This set of points is a group whose order is close to p; varying the curve will vary the
order of the group and trying sufficiently many curves will almost certainly produce
a group with a smooth order.

Another way of randomizing the group is by using class groups (cf. Subsection 2.C).
For a small positive integer t with t = —nmod 4, we have that 4= —tn satisfies 4=1
mod 4 ifnis odd. According to(2.14) and (2.16) a factorization of 4 can be obtained if we
are able to compute an odd multiple of the largest odd divisor of the class number h,. If
h4 is s-smooth, such a multiple is given by the odd part of k(s, B) as in (3.5), where
B=|4]"2*°) (cf. (2.15)). By varying t, we expect to find a smooth class number after
a while: with s=L,[4], we expect L,[4] trials (cf. Subsection 2.A, (2.15)), so that, with
Subsection 3.C and (2.16), it takes expected time L,[1] to factor n. For details of this
method, the class group method, we refer to [68].

In the next few subsections we will discuss the elliptic curve method (Subsection 4.B),
its consequences for other methods (Subsection 4.C), and a very practical factoring
algorithm that does not depend on the use of elliptic curves, the multiple polynomial
variation of the quadratic sieve algorithm (Subsection 4.D). In Subsection 4.E we
mention an open problem whose solution would lead to a substantially faster factoring
algorithm.

Other methods and extensions of the ideas presented here can be found in
[37,47, 66]. The running times we derive are only informal upper bounds. For rigorous
proofs of some of the results below, and for lower bounds, we refer to [59,61].

4.B. Factoring integers with elliptic curves

Let n be a composite integer that we wish to factor. In this subsection we present an
algorithm to factor n that is based on the theory of elliptic curves (cf. Subsection 2.B).

LR LEINDIKA, F1.YW. LENMIKA, JK

The running time analysis of this factoring algorithm depends upon an as yet unproved
hypothesis, for which we refer to Remark (4.4).

4.1. THE ELLIPTIC CURVE METHOD (cf. [45]). We assume that n> 1, that ged(n, 6)= 1, and
that n is not a power with exponent > 1; these conditions can easily be checked. To
factor n we proceed as follows:

Randomly draw a,x,ye Z/nZ, put P=(x:y:1)e V, (cf. (2.8)), and select an integer
k=k(s, B)as in (3.5) (with s and B to be specified below). Attempt to compute k- P by
means of the algorithm described in (2.10). If the attempt fails, a divisor d of n with
I <d <nisfound, and we are done; otherwise, if we have computed k- P, we start all
over again.

This finishes the description of the algorithm.

4.2. EXPLANATION OF THE ELLIPTIC CURVE METHOD. We expect this algorithm to work, for
a suitable choice of k, for the following reason. Let p and q be primes dividing n with
P <4q. In most iterations of the algorithm it will be the case that the pair a, y? —x3 —ax
when taken modulo p (modulo g) defines an elliptic curve over F, (over F,). Now
suppose that k is a multiple of the order of P,; the value for k will be chosen such that
acertain amount of luck is needed for this to happen. Ifit happens, it is unlikely that we
are so lucky for q as well, so that k is not a multiple of the order of P,. Then k- P cannot
have been computed successfully (see (2.10)), and therefore a factorization of n has been
found instead.

4.3. RUNNING TIME ANALYSIS. Let p be the smallest prime divisor of n, and let fe R ,.
We assume that the probability that the order of P, is smooth with respect to L,[8] is
approximately L,[—1/(2f)] (cf. Subsection 2.A and (2.4), and see Remark (4.4)).
Therefore, if we take k=k(L,[$], p+ N/\m + 1) asin (3.5) (cf. (2.4)), then about one out of
every L,[1/(2p)] iterations will be successful in factoring n. According to Subsection
3.C and (2.10) each iteration takes O(L,[f]-log p) additions in V,, which amounts to

O(L,[A](log p)(log n)*)
bit operations. The total expected running time therefore is
O((log p)(logn)* L, [#+1/2p)])

which becomes O((log n)? humz\mu_v for the optimal choice unz\w.

Of course the above choice for k depends on the divisor p of n that we do not know
yet. This can be remedied by replacing p by a tentative upper bound v in the above
analysis. If one starts with a small v that is suitably increased in the course of the
algorithm, one finds that a nontrivial factor of n can be found in expected time
O((log n)? hum/\me under the assumption made in (4.4). In the worst case v=_./n this
becomes L,[1]. The storage required is O(log n).

Another consequence is that for any fixed a€ R, an integer n can be tested for
smoothness with respect to v=L,[«] in time L,[0]; in case of smoothness the complete
factorization of n can be computed in time L,[0] as well.
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is hm/\mF For a rigorous proof using a version of the smoothness test from (4.5) that
applies to this algorithm we refer to [61]. Notice that the random squares algorithm is
in a way very similar to the index-calculus algorithm (3.10).

48. VALLEE'S TWO-THIRDS ALGORITHM (cf. [79]). The fastest, fully proved factoring
algorithm presently known is Vallée's two-thirds algorithm. The algorithm is only
different from Dixon’s random squares algorithm in the way the integers m in step
(4.7)(1) are selected. Instead of selecting the integers m at random, as in (4.7), it is shown
in [79] how those m can be selected in an almost uniform fashion in such a way that the
Jeast absolute remainder of m>mod n is at most 4n?’>. According to Subsection 2.A the
resulting factoring algorithm then takes expected time L[max(B+(3)/(2p), 2p)], which
is :/\wm.._ for = /\w . The storage needed is hm/\w. For a description of this algorithm
and for a rigorous proof of these estimates we refer to [79].

4.9. THE CONTINUED FRACTION ALGORITHM (cf. [ 52]). If we could generate the m’s in step
(1) of the random squares algorithm in such a way that the r(m)’s are small, say < %
then the r(m)'s would have a higher probability of being smooth, and that would
probably speed up the factoring algorithm. This is precisely what is done in the
continued fraction algorithm. We achieve an expected time L[1] and storage L[}].

Suppose that n is not a square, let a;/b; denote the ith continued fraction convergent
to /m. and let r(a;) = a? — nb?. It follows from the theory of continued fractions (cf. [32,
Theorem 164]) that |r{a;)] <2 /E Therefore we replace the first step of the random
squares algorithm by the following:

Compute a;modn and ra;) for i=1,2,... until sufficiently many L[f]}-
smooth r{a;)’s are found.

The computation of the a;mod n and r(a;) can be done in O((log n)?) bit operations
(given the previous values) by means of an iteration that is given in [52]. The second
step of the random squares algorithm can be adapted by including an extra coordinate
in the vector representing r(a;) for the factor — 1. The smoothness test is again done by
means of the elliptic curve method. Assuming that the |r(a;)| behave like random
numbers <2_/n the probability of smoothness is L[1/(4f)], so that the total running
time of the algorithm becomes L[max(fi + 1/(4f), 2f)]. With the optimal choice =} we
find that time and storage are bounded by L[1] and L[}], respectively.

We have assumed that the |r(a;)| have the same probability of smoothness as random
numbers AN/\m, The fact that all primes p dividing r(a;) and not dividing n satisfy
1)=1, is not a serious objection against this assumption; this follows from [74,
Theorem 5.2] under the assumption of the generalized Riemann hypothesis. More
serious is that the r(a;) are generated in a deterministic way, and that the period of the
continued fraction expansion for /\m might be short. In that case one may replace n by
a small multiple.

The algorithm has proved to be quite practical, where we should note that in the
implementations the smoothness of the r(a;) is usually tested by other methods. For
a further discussion of the theoretical justification of this method we refer to [59].

4.10. SEYSEN'S CLASS GROUP ALGORITHM (cf. [74]). Another way of achieving time L[1]
and storage L[] is by using class groups (cf. Subsection 2.C). The advantage of the
method to be presented here is that its expected running time can be proved rigorously,
under the assumption of the generalized Riemann hypothesis (GRH). Let n be the
composite integer to be factored. We assume that n is odd, and that —n=1mod 4,
which can be achieved by replacing n by 3n if necessary. Put 4= —n, and consider the

class group C,4. We introduce some concepts that we need in order to describe the
factorization algorithm.

4.11. RANDOMLY GENERATING REDUCED FORMS WITH KNOWN FACTORIZATION. Consider the
prime forms I,,, with p<c+(log|4|)?, that generate C, under the assumption of the GRH
(cf.(2.17). Lete, € {0,1,.. ., |4]| — 1} be randomly and independently selected, for every
1,. It follows from the bound on the class number h, (cf. (2.15)) and from the fact that the
1, generate C 4 that the reduced form ITI{r behaves approximately as a random reduced
form in Cy; i, for any reduced form fe C, we have that f =I1I¢ with probability
(1+o0(1))/hy, for n—oo (cf. [74, Lemma 8.2]).

4.12. FINDING AN AMBIGUOUS FORM. Let fe R, o; notice that L[f]>c:(log|4])?. We

attempt to find an ambiguous form (cf. (2.14)) in a way that is more or less similar to the
random squares algorithm (4.7). :

A randomly selected reduced form (a,b)€ C,4 can be written as I, ¢ 5 I' with

" probability L[ —1/(4B)] (cf. (2.18)), where at most O(log|4]) of the exponents ¢, are

non-zero. >nnoa:._m to (4.11) we get the same probability of smoothness if we generate
the forms (a, b) as is done in (4.11). Therefore, if we use (4.11) to generate the random
reduced forms, we find with probability L[ —1/(48)] a relation

M =11
p < c(logla])? p< L)
pprime pprime

With r,=e, —t,, where e, =0 for p>c+(log|d])?, we get

4.13) [T ry=1,

p < LAl

p prime
Notice that at most c-(log|d])* +log|4] of the exponents r, are non-zero. If all
exponents are even, then the left-hand side of (4.13) with r, replaced by r,/2 is an
ambiguous form. Therefore, if we have many equations like (4.13), and ooSE:M themin
the proper way, we might be able to find an ambiguous form; as in the random squares
algorithm (4.7) this is done by looking for a linear dependency modulo 2 among the
vectors o.o:%::m of the exponents r,.

,_.:n:.w Is no guarantee, however, that the thus constructed ambiguous form leads to

a nontrivial factorization of |4|. Fortunately, the probability that this happens is large
enough, as shown in [74, Proposition 8.6] or [42, Section (4.6)]: if L[f] equations as in
(4.13) have been determined in the way described above, then a random linear

nn.vnsanznz .B.oac_o 2 among the exponent vectors leads to a nontrivial factorization
with probability at least 4 —o(1).
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ALGORITHMS IN NUMBER THEORY e

is the only currently available method by which an arbitrary 100-digit number can be
factored within one month [44].

4.E. The cubic sieve algorithm

In this final subsection on factorization we Bn_._.:os anopen Eoc_nﬂ whose mo___:mn
would lead to a factorization algorithm that runs in expected time h...m& EM some s Mh_o
/h <s< |. Instead of generating sufficiently many mSoo:g. a:ﬁ.:.m:n resi _=nw :w,o ﬂ.

n close to _/n as in Subsection 4.D, one attempts to m:g._annz:nm Boam oh tha _“M
volve substantially smaller smooth numbers, and that still can be ncq.sv_am SN W.w ¢
solutions to x? = y?mod n. The idea presented here was first described in W u?_

extends a method by Reyneri [65] to factor numbers that are close to perfect cubes. We

ain abbreviate L,[$] to L[B]. . .
mmmcvvowo that for some <4 we have determined integers a, b,c such that

lal, ], lc] <n?*’,
4.17 b =a*cmodn,

b® #a’c.
Notice that the last two conditions imply that at least one of |al, |bl, and || is =(n/2)'73,
mom_““”mmﬂnwn :_»o oﬂﬂﬂ. wﬁm_w:o_:mw_ (aU +b)(aV +b)(a(— U — V)+b). Fix some a with
a> B. There are L[2a] pairs (u, v) such that |u], [v], and |u+v| are all <L[«]. For each of
these L[2a] pairs we have

(au+ b)(av +b)(a(—u—v)+b)= — @ uv(u+v)—a?b(u® + v +uv)+b>

a?(— auv(u +v)—b(u? + v* +uv)+c)mod n,

due 1o (4.17). Because — auv(u+v)—b(u* +v? +uv)+c= O(L[3a]n*") (cf. (4.1 q_z. we
assume that each pair has a probability L[ — 28%/(28)] = ﬁml B] to produce a re ation
modulo n between integers au+b with ju| <L[«] and primes < L[] (cf. m:cwnon_oa
2.A). The L{2a] pairs taken together therefore should _u:.x_:on L[2a— f] of those
relations. Since there are L[«] integers of the form au+b with |u < L[a] .w:a i“\g_w
primes < L[], and since L[a] +~=me5uahm&. these L[2a— ] relations shou

i nerate a solution to x* = y*modn.
mcﬁMM MMnWGmxoa u with |u| < L[a], the L[$]-smooth integers of .:.n ?.:3 —auv(u+ cw —
b(u? +v? +uv)+c for |v] and ju+v| both <L[a] can cm anﬂn::_:n@ in time P?&. using
a sieve, as described in (4.15). Thus, finding the _.n_w:o:Nm E_Mnm time L[2a]. T:a_wm
a dependency modulo 2 among the relations to solve x2 = y?mod n can be done by
means of the coordinate recurrence method in time L[2ax](cf. .G..o:. .

With the lower bound on f derived above, we man.::: this leads to a Fﬁozsm
algorithm that runs in expected time L,[s] for some s with /\w <s<|1,atleast _.w we can
find a, b, ¢ as in (4.17) within the same time bound. If @, b, and ¢ ::w through the integers
<n'’3*°W in absolute value, one gets n' **" differences b* —a’c, so we expect that
a solution to (4.17) exists. The problem is of course that nobody knows how to find such
a solution efficiently for general n.

706 A.K. LENSTRA, H.W. LENSTRA, JR

The cubic sieve algorithm might be useful to factor composite n of the form b> —¢
with ¢ small, and for numbers of the form y" +1 (cf. [14]). For a discrete logarithm
algorithm that is based on the same idea we refer to [22].

5. Primality testing

5.A. Introduction

As we will see in Subsection 5.B, it is usually easy to prove the compositeness of
a composite number, without finding any of its factors. Given the fact that a number is
composite, it is in general quite hard to find its factorization, but once a factorization is
found it is an easy matter to verify its correctness. For prime numbers it is just the other
way around. There it is easy to find the answer, i.e., prime or composite, but in case of
primality it is not at all straightforward to verify the correctness of the answer. The
latter problem, namely proving primality, is the subject of Subsections 5.B and 5.C. By
primality test we will mean an algorithm to prove primality.

In Subsection 4.B we have seen that replacing the multiplicative group (Z/p Z)* in
Pollard’s p—1 method by the group E(Z/p Z), for an elliptic curve E modulo p (cf.
Subsection 2.B), resulted in a more general factoring algorithm. In Subsection 5.C we
will see that a similar change in an older primality test that is based on the properties of
(Z/p Z)* leads to new primality tests.

This older algorithm is reviewed in Subsection 5.B, together with some well-known
results concerning probabilistic compositeness algorithms. The primality tests that
depend on the use of elliptic curves are described in Subsection 5.C.

More about primality tests and their implementations can be found in [83,47].

5.B. Some classical methods

Let n be a positive integer to be tested for primality. In this subsection we review
a method, based on a variant of Fermat's theorem, by which compositeness of n can
easily be proved. If several attempts to prove the compositeness of n by means of this
method have failed, then it is considered to be very likely that nis a prime; actually, such
numbers are called probable primes. It remains to prove that such a number is prime.

For this purpose, we will present a method that is based on a theorem of Pocklington,
and that makes use of the factorization of n—1.

S.1. A PROBABILISTIC COMPOSITENESS TEST. Fermat’s theorem states that, if n is prime,
then a” =a mod n for all integers a. Therefore, to prove that n is composite, it suffices to
find an integer a for which a"#amodn; such an a is called a witness to the
compositeness of n. Unfortunately, there exist composite numbers, the so-called
Carmichael numbers, for which no witnesses exist, so that a compositeness test based on
Fermat’s theorem cannot be guaranteed to work.

The following variant of Fermat's theorem does not have this disadvantage: if n is
prime, thena* = + 1 mod nora*? = — 1 mod nforan integerie {1,2,...,k—1},where
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exceedingly unlikely. If k- P=0, something that happens with probability <difnis
prime, select a new P and try again. Otherwise, verify that g+ (k- P)=m- P =0, which
must be the case if n is prime, because in that case # E(Z/nZ)=m. The existence of
P now proves that n is prime if g is prime, by (5.4). Finally, the primality of q is proved
recursively.

We will discuss two methods to select the pair E, m.

5.7. THE RANDOM CURVE TEST (cf. [30]). Select a random elliptic curve E modulo n as
described in (2.11), and attempt to apply the division points method mentioned in (2.6)
to E. If this algorithm works, then it produces an integer m that is equal to # E(Z/n Z) if
nis prime. If the algorithm does not work, then n is not prime, because it is guaranteed
to work for prime n.

This must be repeated until m satisfies the requirements in (5.6).

5.8. THE RUNNING TIME OF THE RANDOM CURVE TEST. First remark that the recursion
depth is O(log n), because k> 1 so that amf\wl‘ 1)2/2 (cf. (2.4)). Now consider how
often a random elliptic curve E modulo n has to be selected before a pair E, mas in (5.6)
is found. Assuming that n is prime, # E(Z/n Z) behaves approximately like a random
integer near n, according to Proposition (2.5). Therefore, the probability that m=kq
with k and q as in (5.6) should be of the order (log n) ™!, so that O(log n) random choices
for E should suffice to find a pair E,m.

The problem is to prove that this probability is indeed of the order (logn)~*, for
a positive constant c. This can be shown to be the case if we suppose that there is
a positive constant ¢ such that for all xe R, the number of primes between x and
x+/\w (cf. (2.4)) is of the order /\Mcom x)~¢. Under this assumption, the random
curve test proves the primality of n in expected time O((log n)®*¢) (cf. [30]).

By a theorem of Heath-Brown, the assumption is on the average correct. In [30] it is
shown that this implies that the fraction of primes n for which the algorithm runs in
expected time polynomial in logn, is at least 1 —OQ2~""**"*'), where I=[log,n]. In
their original algorithm, however, Goldwasser and Killian only allow k=2, i.e,, they
wait for an elliptic curve E such that # E(Z/n Z)=2q. By allowing more values for k, the
fraction of primes for which the algorithm runs in polynomial time can be shown to be
much higher [62] (cf. [2]). For a primality test that runs in expected polynomial time
for all n, see (5.12) below.

Because the random curve test makes use of the division points method, it is not
considered to be of much practical value. A practical version of (5.6) is the following
test, due to Atkin [4]. Details concerning the implementation of this algorithm can be
found in [51].

5.9. THE COMPLEX MULTIPLICATION TEST (¢f. [4]). Here one does not start by selecting E,
but by selecting the complex multiplication field L of E (cf: (2.6)). The field L can be used
to calculate m, and only if m is of the required form kgq (cf. (5.6)), one determines the pair
a, b defining E.

This is done as follows. Let 4 be a negative fundamental discriminant < -7, ie,,
A=0 or 1 mod4 and there is no se€ Z .., such that 4/s? is a discriminant. Denote by

v A.K. LENSTRA, H.W. LENSTRA, JR

L the imaginary quadratic field O?\mv and by A=2[(4 +/\M<~u its ring of intege
An_,.. Aw.o:n .c<n try to find v with vw=nin 4. It is known that (#=1and (%=1 for the Maqh
prime divisors p of 4 are necessary conditions for the existence of v sw—_na we assum
that m&.?. 24)= 1. If these conditions are not satisfied, select muo::.: 4 and try agai :
O«:n_.i.mﬁ compute an integer b € Z with b? = 4 mod n. This can for instance Nn mo-”
using a probabilistic method for finding the roots of a polynomial over a finite field [37
Section 4.6.2], where we assume that n is prime; for this algorithm to work, we do :o..
:nna aproof that nis prime. If necessary add n to b to achieve that b and 4 :»“a the same
parity. <<nx:_n= have that b2 = 4 mod 4n, and that n=Zn + Z((b+ /\Mv\wv is an ideal in
A .i:_. n-h= A-n. Attempt to solven=4 v by looking for a shortest non-zero vector
pin ::.w lattice n. If yji=n then take v=y; otherwise vw=n is unsolvable
_nin_:m #, and v if it exists, can for example be done by means of :..o reduction
m_mo:~=5_ (2.12). With b as above, consider the form (a,b,c) with a=n and
c=(b* — 4)/(4n). For any two integers x and y the value ax® + bxy + cy? of the form at
X,y equals |xn+ y(b+ /\Mv\wv?\:. the square of the absolute value of the correspond-
ing element of n divided by n. It follows that  can be determined by computing integers
w—ﬂm:a.a y n.e i._:n: ax? +,~:Q+Q~ _m minimal. More in particular, it follows that v with
<u_M_M M.x.ma if and only if there exist integers x and y for which the form assumes the
_.”.woowcmn ged(n, 24) =1, we have that ged(n, b) =1, so that the form (a, b ) is primitive
which makes the theory of Subsection 2.C applicable. Apply the _.naco.:o: m_moq::a..,
(2.12) to (a, b, c); obviously, the set {ax? +bxy+cy?:x, y e Z} does not change in the
course of the algorithm. Because a reduced form assumes its minimal value for x =
and &no, :..n x and y for which the original form (a, b, ¢) is minimized now follow, as
:._o::onna in the last paragraph of (2.12). The shortest non-zero vector gen is :W:
given by xn+ p(b+ /\Nv\wv. Now remark that ax? +bxy+cy?=1 if and only if
MMn Racon_a form equivalent to (a, b, c) is the unit element 1,. Therefore, if the _,&:Maa
. Mn-w_ MMFMM ”mwm. put v=y; otherwise select another 4 and try again because v with vi =n
.».mmcam:m Em: v has been computed, consider m=(v—1}v—1), and m' =(—v—1)
(—v— _.v, If neither m nor m'’ is of the required form kgq, select msoﬁma.. 4 and try again
Supposing that m=kq, an elliptic curve E such that # E(Z/nZ)=mifnis prime nmmz cm
83:&.23 as a function of a zero in Z/nZ of a certain polynomial F,e Z[X]. T
determine this polynomial F, define, for a complex number z with ~BMVo o

© 3 _k\3
1+200 y X4
. = ~|.Q..
(= —
Q.::.IQJNA

k
where g =€, Then

Fa= T1(x—j b+./4

(a. b) 2a

with (a, b) ranging over the set of reduced forms of discriminant 4, see (2.1 2). The degree
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